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Performance Evaluation of a Signal Strength Location Verification System
(LVS)in the presence of GNSS positioning errors.

The Problem Statement



*(Yan, et al. 2016), S. Yan, I. Nevat, G. Peters and R. Malaney, "Location verification systems under spatially correlated shadowing”, IEEE Transactions on Wireless Communications 15(6): 4132-4144.






* Studying the performance of optimal DRSS based LVS with,

Changing paositioning errors in verifiers true location.

Changing number of verifiers.

Modification of the minimum distance constraint between true and
claimed (untrue) position of malicious vehicle.

Uniform and non—unifongziﬁ'zefHJégrors In x and y directions.




* Channel conditions are a priori.

e 'N' number of verifiers with known
location.

* Introducing a gaussian localization error
to the positions of verifiers.

e A good user at the claimSVSitﬁ)marMﬁl( |
malicious user at the optimal attack
location.

* A minimum distance constraint for the
malicious user.

* LRTIs used in the detection system.

e System performance is evaluated by
'False Positive Rate' and 'Detection Rate'.
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Calculation of optimal location for the malicious vehicle,

« __argmin
Xt = xp=xcllzr P(Xe)

Whereas,

1
o(X,) = > (Av — Au)T D1 (Av — Au)
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Total error curves of the DRSS-based LVS for 6,5 = 5, D, = 400m,r = 50m,X; = X;and N = 4,6, 8,10
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Results (Uniform/Non-Uniform Errorin X & Y)
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* [ocation verification is critical.
e VS performance degrades by nearly 15% in the presence of
location errors.

Summary
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Thank Youl!



