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ABSTRACT 
 

The availability of real-time corrections to broadcast satellite orbits and 

clock offset enables implementation of real-time Precise Point Positioning 

(RT-PPP) in important applications such as natural hazard warning systems 
and intelligent transport systems. However, current RT-PPP models combine 

the observations with the orbit and clock corrections in one term. 

Accordingly, faults in these corrections, for instance due to spoofing, will 

result in exclusion of their related satellite measurements, which would lead 
to degradation of the positioning quality, with a total disabling of RT-PPP if 

errors are introduced in all corrections.  

 
In this contribution, a new PPP model that treats the corrections to broadcast 

orbit and clock offset as quasi-observations is presented. This model enables 

fault detection and exclusion of these corrections separate from the 
observations. The excluded faulty corrections can be replaced by predicted 

values, using for instance the predicted IGS ultra-rapid orbits, and a linear 

polynomial with sinusoid terms for the clock corrections. Thus, the method 

preserves positioning by keeping the measurements that have faulty 
corrections, and using them along with the predicted corrections. The 

proposed method is validated at three IGS stations, where its results was 

compared to results of the traditional PPP methodology. Artificial faults 
were inserted at random events and the test was repeated with a varying 

number of faults. Results show that using the proposed method, positioning 

was maintained during the faulted periods, whereas the traditional PPP 
accuracy degraded sharply with the increase of number of faults.   
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2 

 

1. INTRODUCTION 
 

Precise Point Positioning (PPP) is an undifferenced technique that can provide a decimetre 

level accuracy relying on the use of precise orbits and satellite clock corrections (Kouba and 

Héroux, 2001; Mozo et al., 2012; Deo and El-Mowafy, 2017). With the availability of open 

access real-time corrections, such as the IGS Real Time Service (IGS-RTS) or the Japanese 

MADOCA, and some commercial products, the use of real-time PPP (RT-PPP) is receiving 

an increasing attention. Some examples are the use of RT-PPP in monitoring and detection of 

natural hazards such as earthquakes and tsunami, and recently in intelligent transport systems.  

 

Due to the fact that orbital and satellite clock corrections are typically sent over the Internet, 

there is a possibility that RT positioning could be a target to spoofing or cyber attacks (Psiaki 

and Humpherys, 2016). Therefore, real-time users should have the ability to detect faulty 

corrections before assimilating them with the observations. However, current PPP methods do 

not have such capability. The corrections are merged with the observations, and an overall 

reduced measurement residual analysis is performed to detect outliers. Accordingly, it is not 

possible to know whether the outliers are in the observations or in the corrections and thus 

both are excluded. This could severely degrade positioning.  

 

To overcome this problem, this contribution presents a new model where the satellite orbit 

and clock corrections in PPP are modelled as quasi-observations to be added to the raw code 

and carrier-phase observations. Hence, possible faults in the corrections can be separately 

checked through the fault detection and exclusion (FDE) process. When faulty corrections are 

identified, they can be replaced by their predicted values for each satellite as presented in our 

earlier work (El-Mowafy et al., 2017). Accordingly, the observations related to the predicted 

corrections can be used, and hence, maintains positioning. Another advantage of the proposed 

model is the inclusion of the full uncertainty information of the corrections when processing 

the data. This is done through adding their precision and correlation into the combined 

observation variance-covariance matrix, leading to improvement in positioning precision. 

 

The paper is organised as follows. The next section describes the observation and stochastic 

models used when adding the satellite orbital and clock corrections as quasi-observations. 

Section three presents a basic FDE process. In section four, the proposed method is 

evaluated, and results are presented and analysed. We restrict attention to the use of IGS-RTS 

GPS corrections as an example, due to their availability as an open source product. 

 
2. A MODIFIED PPP MODEL USING THE SATELLITE ORBIT AND CLOCK 

CORRECTIONS AS QUASI-OBSERVATIONS 
 

The undifferenced observation equations for the ionosphere-free combination of pseudorange 

code  and carrier-phase measurements (denoted as 𝑃𝑟
𝑠 and 𝜙𝑟

𝑠 , respectively) using the 

broadcast navigation message for satellite s from a GNSS constellation, such as GPS, to 

receiver r in length units can be expressed as: 

  

𝑃𝑟
s   = 𝜌𝑟

s + 𝐸𝐶𝑟
𝑠 + 𝑐  𝑑𝑡̅̅̅𝑟 + 𝜇𝑟

𝑠 𝑇 + 휀𝑃𝑟s (1) 

 

𝜙𝑟
s  = 𝜌𝑟

s + 𝐸𝐶𝑟
𝑠 +  𝑐 𝑑𝑡̅̅̅𝑟 + 𝜇𝑟

𝑠  𝑇 + 𝜆 �̃�𝑟
s + 휀𝜙𝑟s (2) 

 

where 

 𝐸𝐶𝑟
𝑠 = cos(𝜃) 𝑑𝜌𝑠 − 𝑐 𝑑𝑡̅̅̅𝑠 (3) 
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c is the speed of light in vacuum; 𝜌𝑟
𝑠 is the satellite-to-receiver geometric range. 𝑑𝜌𝑠 is the 3D 

satellite orbital error, defined as the difference between the actual satellite position and its 

position computed from the broadcast navigation message. It is projected along the receiver-

to-satellite slant line using cos(𝜃), where  is the angle between the orbital error vector and 

the line of sight; 𝑇 is the zenith troposphere delay modelled as one vertical component for all 

satellites projected along the receiver-to-satellite line of sight using a mapping function 𝜇𝑟
𝑠   

(Tuka and El-Mowafy, 2013). 𝜆 and  �̃�𝑟
s are the wavelength and the real-value ionosphere-

free ambiguity which combines both the integer ambiguity and the biases (see El-Mowafy et 

al., 2016). The terms 𝑐 𝑑𝑡̅̅̅𝑠, 𝑐 𝑑𝑡̅̅̅𝑟 are the receiver and satellite clock offsets respectively that 

include the satellite and receiver hardware biases, and 𝐸𝐶𝑟
𝑠  combines both the orbit and 

satellite clock corrections along the line of sight for each satellite. 휀𝑃𝑟𝑠 and 휀𝜙𝑟𝑠  include 

measurement noise and multipath of code and carrier-phase measurements. 

 

In the proposed approach, the observation vector of the code and carrier-phase observations 

and their covariance matrices (denoted as 𝑄𝑃 and 𝑄𝜙) are augmented to include the additional 

‘quasi’ observation 𝐸�̃�𝑟
𝑠 =  cos(𝜃)𝑑�̃�𝑠 − 𝑐 𝑑�̃�𝑠 for each satellite, where  𝑑�̃�𝑠 and  𝑑�̃�𝑠 denote 

for example the IGS-RTS orbit and clock corrections. Its observation equation is expressed 

as: 

 

𝐸�̃�𝑟
𝑠 = 𝐸𝐶𝑟

𝑠 + 휀𝐸�̃�𝑟𝑠 (4) 

 

where 휀𝐸�̃�𝑟𝑠  is the noise in 𝐸�̃�𝑟
𝑠, assumed to have a Gaussian distribution. 

 

The projector of the 3D orbital error on the range space cos(𝜃)  is computed from the satellite 

precise position (𝑥𝑠), its broadcast position (𝑥bdcst) estimated from the broadcast navigation 

message, and the user approximate position (x𝑢) where: 

 

cos( 𝜃) =  
(𝑥𝑠− 𝑥bdcst)⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗  ⃗ .  (𝑥𝑠− x𝑢)⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗  ⃗

‖𝑥𝑠− 𝑥bdcst‖  ‖𝑥𝑠− x𝑢‖
   

 

(5) 

𝑥𝑠 is computed in RT as follows. The IGS-RTS orbit corrections in the Radio Technical 

Commission for Maritime Services (RTCM) - State Space Representation (SSR) format are 

provided in terms of the radial, along-track and cross-track components, denoted as 

 𝛿𝜌𝑟 , 𝛿𝜌𝑎  and 𝛿𝜌𝑐  respectively, in addition to their velocities (𝛿�̇�𝑟 , 𝛿�̇�𝑎  and 𝛿�̇�𝑐). The orbit 

corrections at time t are computed using the broadcast navigation message with a reference 

time 𝑡𝑜 as follows:  

 

𝛿�̃� = [𝛿𝜌𝑟   𝛿𝜌𝑎   𝛿𝜌𝑐]
𝑇 + [𝛿�̇�𝑟   𝛿�̇�𝑎  𝛿�̇�𝑐]

𝑇  (𝑡 − 𝑡𝑜)   (6) 

 

These corrections are transformed to geocentric corrections by applying the radial, along-

track and cross-track unit vectors (𝑒𝑟 , 𝑒𝑎 and 𝑒𝑐) and are next added to the broadcast orbit 

𝑥𝑏𝑟𝑑𝑐𝑠𝑡  to give the final precise orbit 𝑥𝑠: 
 

𝑥𝑠 =  𝑥𝑏𝑟𝑑𝑐𝑠𝑡 + 𝑑𝑖𝑎𝑔(𝑒𝑟   𝑒𝑎  𝑒𝑐)  𝛿�̃�   (7) 

 

The satellite clock correction is given as a range correction in terms of a quadratic 

polynomial with coefficients (𝑞0, 𝑞1, 𝑞2) such that: 

 

𝑐 𝛿�̅�  =  𝑞0 +  𝑞1 (𝑡 − 𝑡𝑜) + 𝑞2 (𝑡 − 𝑡𝑜)
2 (8) 
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and the corrected satellite clock offset is expressed as: 

 

𝑐 𝑑�̃�𝑠  =  𝑐 𝑡𝑏𝑟𝑑𝑐𝑠𝑡+  𝑐𝛿�̅� (9) 

 

where 𝑡𝑏𝑟𝑑𝑐𝑠𝑡 is the GNSS satellite clock offset computed from the navigation message, and 

finally the term 𝐸�̃�𝑟
𝑠 =  cos(𝜃)𝑑�̃�𝑠 − 𝑐 𝑑�̃�𝑠 is computed using the Eqs (5, 6 and 9). 

 

The linearized fault-free measurement model using all satellites in view can be expressed as:  

 

y = H x + (10) 

where y and x are the vectors of observations and unknowns, respectively, H is the design 

matrix and denotes the noise. Combining the observation equations (1, 2 and 4), the final 

system of observation equations for 𝑛 GNSS satellites after re-arrangement of the states is 

expressed as: 

 

(

𝑃𝑟
s

𝜙𝑟
s

𝐸�̃�𝑟
𝑠

)

⏟    

𝑦

=
(
𝐺 𝑢 𝜇     0      𝑢
𝐺
0

𝑢
0

𝜇
0

𝜆 I
0

𝑢
𝑢
)

⏟                

𝐻 (

 
 

𝑋𝑢
𝑐 𝑑𝑡̅̅̅𝑟
𝑇
 �̃�𝑟

𝑠

𝐸𝐶𝑟
𝑠 )

 
 

⏟    

𝑥

  + 휀        for 𝑠 =  1 to 𝑛 

 

 

(11) 

 

 

  

The design matrix H is full rank, where G is the geometry (direction-cosine) matrix computed 

from broadcast ephemeris with dimension 𝑛×3; I is the identity matrix of dimension 𝑛; u is a 

unit vector of ones; and 𝜇 is a column vector representing the line-of-sight troposphere 

mapping function. This system can be solved using observations from 5 satellites similar to 

the case of conventional PPP. 

 

For the stochastic model, the proposed approach is advantageous in the sense that it can 

include the full uncertainty information of the orbits and clock corrections when being 

estimated. The variance of the term 𝐸�̃�𝑟
𝑠 is computed as: 

 

𝜎𝐸�̃�𝑟𝑠
2 = cos2 (𝜃)  𝜎𝑑�̃�𝑠

2 + 𝜎𝑐 𝑑�̃�𝑠
2 − 2 𝜎cos(𝜃)𝑑�̃�𝑠,𝑐 𝑑�̃�𝑠  (12) 

 

where 𝜎𝑑�̃�𝑠,𝑐 𝑑�̃�𝑠  is the covariance, 𝜎𝑑�̃�𝑠 and 𝜎𝑐 𝑑�̃�𝑠  denote the standard deviations (STDs) of 

the orbit and clock corrections, which can be provided in the RTCM-SSR message, or 

alternatively determined from the STDs of their components by applying the covariance 

propagation law. This information can be provided by the analysis centre as a-priori values, 

for instance as the average values over a certain period, e.g. 1-2 hrs, that is close to the 

observation time. Alternatively, if the STDs are not provided, they can be assumed based on 

data characterisation, for example as discussed in El-Mowafy (2017) such as 𝜎𝑑�̃�= 5cm and 

𝑐 𝑑�̃�(𝐼𝐹)𝑠=0.22 ns, and using empirical correlation factor (R), which can be estimated from 

analysis of the corrections, such that 𝜎𝑑�̃�𝑠,𝑐 𝑑�̃�𝑠 = 5𝑐𝑚 × 0.22 𝑛𝑠 × 𝑅. Finally, the 

observation covariance matrix is expressed as 𝑄𝑦 = 𝑑𝑖𝑎𝑔 (𝑄𝑃𝑟s , 𝑄𝜙𝑟s  , 𝑄𝐸�̃�𝑠), for s = 1 to n. 

The sub-covariance matrices 𝑄𝑃𝑟s and 𝑄𝜙𝑟s are typically assumed diagonal for the observed 

satellites, with a-priori values as shown in (El-Mowafy, 2015) weighted using an arbitrary 

satellite elevation-angle dependent model, and uncorrelated code and phase observations. 
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𝑄𝐸�̃�𝑠  is uncorrelated with  𝑄𝑃𝑟s and 𝑄𝜙𝑟s due to the fact that the IGS-RTS corrections, or 

similar products, are independent from the user observations since these corrections are 

estimated using a different set of observations collected at the reference stations.  

 

3.  DETECTION AND IDENTIFICATION OF FAULTY OBSERVATIONS 
 

In a pre-processing step the observations are screened to detect outliers. In the proposed 

method, the combined orbit and clock corrections for each satellite is treated as one quasi 

observation that is screened in addition to GNSS observations.  In the presence of faults, the 

error state vector, denoted as 𝛻, is included in the observation model, which is expressed as: 

 

𝑦 = 𝐻 𝑥 +  𝐶 𝛻 + 휀 (13) 

 

where for m number of observations (including 𝑃𝑟
s, 𝜙𝑟

s and 𝐸�̃�𝑟
𝑠 for all satellites), C is a fault 

locality matrix that has a dimension m×, where   is the number of errors in 𝛻, and  1 ≤ 𝛾 ≤
𝑑𝑓, where df is the degrees of freedom. Each column of C has a one in the index 

corresponding to the observation assumed to be affected and zeros elsewhere. Due to the 

correlation among code and phase errors, cycle slips of phase observations are first detected 

and repaired and next code outliers are detected and removed (El-Mowafy 2014). In this 

paper, the data of each epoch are screened using least squares. Next, the clean data set is 

processed in PPP using extended Kalman filter.  

 

The size of the error that can be detected with a certain probability of false alarm (𝛼) and 

miss-detection (𝛽) is known as the Minimal Detectable Bias (MDB), such that for 

observation j, it is expressed as (De Bakker et al., 2009):  

 

 𝑀𝐷𝐵𝑗 = √
𝜆𝑜

𝐶𝑇𝑄𝑦−1𝑄�̂�𝑄𝑦−1𝐶
  (14) 

where o is the non-centrally parameter (Aydin and Demirel, 2005), which is a function of 𝛼 

and 𝛽. Utilizing the observation residuals, the best estimator of the error vector (�̂�) can be 

determined from (El-Mowafy, 2014): 

 

�̂� = (𝐶𝑇𝑄𝑦
−1𝑄�̂�𝑄𝑦

−1𝐶)−1𝐶𝑇𝑄𝑦
−1�̂� (15) 

 

where �̂�𝑡 and 𝑄�̂�𝑡  are the computed observation residuals and their covariance matrix, 

computed as 𝑄�̂�𝑡 = 𝑄𝑦𝑡 − [𝐻𝑡(𝐻𝑡
𝑇𝑄𝑦𝑡

−1𝐻𝑡)
−1𝐻𝑡

𝑇]. The matrix 𝐶 is set to test all possibilities of the 

presence of errors in the observations.  

 

A quick method for detection of errors is to apply the uniformly most powerful invariant 

(UMPI) test. Under the assumption that �̂� has a zero-mean with a Gaussian distribution in the 

fault-free unbiased mode, the statistic [�̂�𝑇(𝐶𝑇𝑄𝑦
−1𝑄�̂�𝑄𝑦

−1𝐶)�̂�] will have a Chi-square 

distribution; therefore, observation errors are suspected, when (Teunissen, 2006): 

 

�̂�𝑇(𝐶𝑇𝑄𝑦
−1𝑄�̂�𝑄𝑦

−1𝐶)�̂�  ≥ χα1
2 (𝑑𝑓, 0) (16) 

where χα1
2 (𝑑𝑓, 0) is the threshold Chi-square value for a 𝛼1 and 𝑑𝑓. If the test fails, the 

suspected observations corresponding to these faults need to be identified and excluded.  
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To identify the faulty observation, we check the possibility of a fault in each observation at a 

time. Under the above assumption that the un-biased observation errors are Gaussian with 

zero-mean, we consider the case of 𝛾 = 1, such that C reduces to a column vector 𝑐𝑗 for 

observation j and the test statistic is expressed as (Baarda, 1968): 

 

𝑤𝑗 = 
𝑐𝑗𝑄𝑦

−1�̂�

√𝑐𝑗
𝑇𝑄𝑦−1𝑄�̂�𝑄𝑦−1𝑐𝑗

     
(17) 

𝑤 is ranked for all observations and the observation j is suspected to contain a fault when:  

 

|𝑤𝑗| ≥ 𝑁𝛼

2
(0,1)    |wj| ≥ |wk|         for k= 1 to m (18) 

 

and may be excluded. The significance level 𝛼 for the w-statistic is different from the 

significance level 𝛼1  for the UMPI detection test, where the latter is computed using 

Baarda’s B method (Baarda, 1968), which assumes same probability for type II error in both 

the detection and identification tests. In this paper, the total significance level is selected as 

0.05, and is assumed equally distributed among the observations; hence, 𝛼= 0.05/number of 

observations. The UMPI test is re-applied after exclusion of faulty observations to check 

whether it would be successful after removing the suspected observations.  

 

4.  EVALUATION OF THE PROPOSED METHOD  
 

The proposed method was practically evaluated using data of three IGS stations: HERT 

(UK), GMSD (Japan) and SASK (Canada) with 30 sec sampling interval at 2 days of largely 

spanned dates, 2
nd

 January and 2
nd

 July 2017. The observations used comprised ionosphere-

free combination of dual-frequency GPS data processed in a float-ambiguity PPP using 

Kalman filter in post-mission assuming RT processing. The IGS-RTS IGC01 stream was 

used, which is a single-epoch combination solution for GPS orbit and clock corrections. The 

positioning accuracy was assessed in terms of the difference between the known station 

coordinates and the computed PPP coordinates using the proposed method. Figure 8 shows a 

time series of these position accuracy in the E, N, and U coordinates in a local-level frame, 

for the 3 stations and for the two days of testing. The number of observed satellites is 

depicted in the figure as it can partially explain the error behaviour. The figure shows that the 

positioning accuracy was mostly within ±0.2m. The first row in Table 1 shows the mean 

positioning absolute accuracy after solution convergence which was about 0.1 m, and was 

slightly better than traditional PPP.  

 

Table 1. Average positioning accuracy for all sites for the two test days using the proposed 

method and traditional PPP (m).  

 
Proposed method Traditional PPP 

E N U E N U 

No faults 0.085 0.094 0.110 0.086 0.095 0.112 

1 satellite 0.097 0.104 0.135 0.102 0.107 0.142 

2 satellites 0.145 0.155 0.193 0.201 0.198 0.224 

All sats 0.210 0.199 0.212 N/A N/A N/A 
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Figure 8.  Positioning Accuracy – stations HERT (left),GMSD (middle), and SASK (right) 

during 2/1/2017 (top), 2/7/2017 (middle), with the number of observed GPS satellites  

 

In the conventional PPP method, the measurements are combined with the orbit and clock 

corrections in one term, if faults are detected in the corrected observations; both the 

observations and the corresponding corrections are excluded. Hence, faults in the corrections 

will result in exclusion of the observations. This will reduce positioning accuracy if a 

significant number of observations is eliminated, such as during spoofing. If the number of 

outliers is more than the degrees of freedom, positioning will not be available. However, 

applying the proposed method, faults in the corrections can be identified separately from the 

observation faults. Accordingly, error-free observations are used when they experience faulty 

corrections, which will be excluded. These excluded corrections are replaced by predicted 

values as described in El-Mowafy et al., (2017). The IGS ultra-rapid predicted orbits can be 

used as they prove to be practically comparable to IGS-RTS orbits. The clock correction is 

predicted using a linear polynomial with a few sinusoidal functions. The prediction is 

independently performed for each satellite, and thus can be performed for all satellites in 

view with accuracy at a few cm for several minutes up to one hour of prediction. 

Consequently, positioning can be maintained at a couple of decimetres accuracy (El-Mowafy 

et al., 2017).   

 

To validate the proposed method for handling faulty corrections in comparison with 

traditional PPP, a spoofing attack is assumed in the above test data. The data of the three test 

stations was re-processed for three different test scenarios. In the first scenario, artificial 

errors in the corrections were inserted in only one satellite, and in the second scenario in two 

satellites, and in the final scenario the faults were inserted in all satellites. The artificial errors 

ranged from 10m to 20m, which are more than the test threshold. These simulated errors were 

inserted at 40 random events throughout each day of testing for each of the test sites. The 

FDE performance and positioning results of the proposed method and a conventional PPP 

were compared as they were processed independently. The overall average of their absolute 

positioning accuracy for all stations in the three test scenarios is given in Table 1.  
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A Table 1 shows, both the proposed method and the traditional PPP approach were able to 

detect the faults. However, as the number of outliers increases, the positioning accuracy of 

traditional PPP witnessed more deterioration due to the fact that more attached observations 

were eliminated (since only GPS was used, the number of observations was limited). For the 

case of a complete spoofing where all corrections were faulty, positioning was totally 

disabled in the traditional PPP. On the other hand, with the proposed method all observations 

were used together with the predicted corrections during the periods of detected faults in 

these corrections. Hence, positioning was maintained, with a small degradation of accuracy 

with the increase in the number of faulty corrections due to the use of more predicted 

corrections.  

 
6.    Conclusion 

A new PPP model is proposed where combined orbit and clock corrections are treated as 

quasi- observations that are added to raw observations instead of being merged with them as 

currently being applied in the conventional PPP. The proposed approach has two advantages 

over the traditional methods. The first one is that it allows FDE of the precise orbits and clock 

corrections in a separate way from the observations. In the traditional methods both the 

observations and the corresponding corrections are excluded if faults are present in the 

corrections, which will significantly degrade positioning accuracy. In the proposed method, 

when faults in the corrections are detected they are replaced by predicted values of reasonable 

accuracy. Thus, the observations are still usable and PPP positioning accuracy is maintained 

with a slight decay. The second advantage of the proposed method is that it includes both the 

variance and covariance information of the precise orbits and clock corrections, and thus can 

slightly improve positioning performance compared with traditional PPP methods. 

  

The practical application of the proposed method is validated at three IGS sites using two 

days of dual-frequency GPS observations and IGS-RTS corrections. The data was processed 

in a float-ambiguity PPP scheme. The benefit of the method is demonstrated by assuming a 

spoofing attack with artificial errors inserted at 40 instances in one satellite, two satellites, 

and all satellites in view in independent tests for the three test sites. While both the proposed 

method and the traditional PPP were able to detect the faults, the conventional PPP 

positioning accuracy degraded sharply as the number of outliers increases since more 

observations were excluded until positioning was totally disabled when all corrections where 

faulty. On the other hand, with the proposed method positioning was maintained with 

accuracy within 0.20m during these periods.  
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